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1. Introduction

For the purpose of single sign-on ORACLE BANKING TRADE FINANCE is qualified with Oracle Identity
Management 12.2.1.4.0 (Fusion Middleware 12c) — specifically using the Access Manager component of
Oracle Identity Management. This feature is available in the releases OBTF_14.4.0.0.0 and onwards of
ORACLE BANKING TRADE FINANCE.

This document is expected to provide an understanding as to how single sign-on can be enabled for a
ORACLE BANKING TRADE FINANCE deployment using Oracle Fusion Middleware 12c.

In addition to providing a background to the various components of the deployment, this document also,
talks about Configuration in ORACLE BANKING TRADE FINANCE and Oracle Access Manager to
enable single sign-on using Oracle Internet Directory as a LDAP server.
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2. Background and Prerequisites

2.1 Pre-Requisites

The following are the pre-requisites for Oracle Access Manager (OAM) and LDAP Directory Server.

2.1.1 Software Requirements
1. Oracle Access Manager — OAM (12.2.1.4.0)

2.2
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Access Server

Webtier Utilities 12.2.1.4.0
Web Gate 12.2.1.4.0

Http Server

2. LDAP Directory Server

Please make sure that the LDAP which is been used for ORACLE BANKING TRADE FINANCE Single
Signon deployment is certified to work with OAM.

List of few LDAP Directory servers supported as per OAM document (note - this is an indicative list.
The conclusive list can be obtained from the Oracle Access Manager documentation):

Oracle Internet Directory

Active Directory

ADAM

ADSI

Data Anywhere (Oracle Virtual Directory)
IBM Directory Server

NDS

Sun Directory Server

3. Web Logic 12.2.1.4.0

For the purpose of achieving single sign on for OBTF in FMW 12c, it is necessary for the weblogic
instance to have an explicit Oracle HTTP server (OHS).

Background of SSO related components

Oracle Access Manager (OAM)

Oracle Access Manager consists of the Access System, and the Identity System. The Access System
secures applications by providing centralized authentication, authorization and auditing to enable single
sign-on and secure access control across enterprise resources. The Identity System manages information
about individuals, groups and organizations. It enables delegated administration of users, as well as self-
registration interfaces with approval workflows. These systems integrate seamlessly.

The backend repository for the Access Manager is an LDAP-based directory service that can be a
combination of a multiple directory servers, which is leveraged for two main purposes:
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e As the store for policy, configuration and workflow related data, which is used and managed by
the Access and Identity Systems

e As the identity store, containing the user, group and organization data that is managed through
the Identity System and is used by the Access System to evaluate access policies.

LDAP Directory Server

To integrate ORACLE BANKING TRADE FINANCE with OAM to achieve Single Sign-on feature,
ORACLE BANKING TRADE FINANCE's password policy management, like password syntax and
password?7 expiry parameters can no longer be handled by ORACLE BANKING TRADE FINANCE.
Instead, the password policy management can be delegated to the Directory Server. All password policy
enforcements would be on the LDAP user id’s password and NOT ORACLE BANKING TRADE FINANCE
application users’ passwords.

WebGate/AccessGate

A WebGate is a Web server plug-in that is shipped out-of-the-box with Oracle Access Manager. The
WebGate intercepts HTTP requests from users for Web resources and forwards it to the Access Server
for authentication and authorization.

Whether you need a WebGate or an AccessGate depends on your use of the Oracle Access Manager
Authentication provider. For instance, the:

Identity Asserter for Single Sign-On: Requires a separate WebGate and configuration profile for each
application to define perimeter authentication. Ensure that the Access Management Service is On.

Authenticator or Oracle Web Services Manager: Requires a separate AccessGate and configuration
profile for each application. Ensure that the Access Management Service is On.

Identity Asserter

Identity Asserter uses Oracle Access Manager Authentication services and also validates already-
authenticated Oracle Access Manager Users through the ObSSOCookie and creates a WebLogic-
authenticated session. It also provides single sign-on between WebGates and portals. We can get more
details on Identity asserter HERE

This document containts the configuration of Oracle Interner Directory as LDAP server and its
configuration in weblogic. This document will not discuss the configuring and setting up of OAM and
LDAP directory server of other LDAP servers. This will be provided by the corresponding Software
provider.
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http://download.oracle.com/docs/cd/E12839_01/core.1111/e10043/osso.htm#CHDGCACF

3.1

3.2

3.3

3. Configuration

Pre-Requisites

The steps provided below assume that ORACLE BANKING TRADE FINANCE has already been
deployed and is working (without single sign-on)

The provided below steps assume that Oracle Access Manager and the LDAP server have been installed

already and the requisite setup already done with respect to connecting the two along Weblogic’s Identity
Asserter.

Change the web.xml file
1. Locate the web.xml file in the application (OBTF) EAR file

2. Add the following lines under login-config.
<login-config>
<auth-method>CLIENT-CERT</auth-method>
<realm-name>myRealm</realm-name>

</login-config>

D:\OracleMiddlewareluser_projectsidomains\FCDomainiservers\FCServeritmpy WL_user\FCUBS105Y9 bfxytwariWEB-INFiweb.xml]

Wiew Search Document Project Tools Window  Help

=N §= RV X Y EAEAW=2E HEED NN
&v
| |- t 2 — t 4 p====fm===r] 5 —] t g b====G) t —
| <local=com.iflex.fcc.ejb. FCIEJELocal</locals
- <ejb-1link>FCIEJE< fejb-link>
v </ejb-local-ref>

<ejb-local-ref
<ejb-ref-nawe>FCUBS_BATCHEJE_LOCALZ fejb-ref-name
<ejb-ref-typerJession/ejb-ref-types-
<local-home>con.iflex. fcc.ejb.batch.BatchEJELocalHome< /local-homes
<localrcom.iflex.fcc.ejb.batch.BatchEJELocal< /locals>

4 <ejh-link>EatchEJES /ejb-links

</ejb-local-ref>

wa loerin i Edege

a <auth-method=CLIENT-CERT< fauth-nethod-
wa <realm-name>nyRealn< /realn-nanes
ME. |33 </login-contioe

< fweb-app-

‘3

3. Save the file and redeploy and restart the application.

Configuring SSO in OAM Console

After installing OAM, Webtier Utilities and Webgate, extend the weblogic domain to create OAM server.

Follow the post installation scripts deployWebGate and EditHttpConf as provided in
(http://docs.oracle.com/cd/E17904 01/install.1111/e12002/webgate004.htm

1. Identity Store Creation
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http://docs.oracle.com/cd/E17904_01/install.1111/e12002/webgate004.htm

To create new User Identity Store, Login to OAM Console and navigate to System
Configuration>>Common configuration>>Data Sources>> User Identity Store.

2. Input below information in the User Identity Store.

Choose Store Type as Oracle Internet Directory.

Location:

LDAP server Host name and Port Number in <HOSTNAME>:PORT format
Bind DN:

User name to connect the LDAP Server

Password:

Password to connect the LDAP Server

User Name Attribute:

The attribute created in LDAP, which will be the User Name for the other application (here it will be

treated as the OBTF Username)

User Search Base:

The container of the User Name in the LDAP server.
Group Search Base:

The container of the Group Name in the LDAP server.

3-2
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ECEREN (12 Oracle Access Mansger - Administrat... = | () Ertor 404—Not Found | +]
4 [B ifichw-ap-21:7001/0amconsele/faces/pages/PolicyManager jspx?_adf ctrl-state=kir23iytk_4&,_afrloop=10370372111194 || *9- oam agent 11g base url Al B | = -
ORACLE’ Access Manager Accessbiity  Help  Signout O
Signed in as weblogic
Policy Configuration System Configuration
~| Common Configuration O welcome FCUBSWebgate OAM Agents oam_serverl LDAP User Identity Stores =&
T TR W Create: User Identity Store Test Connection Apply | (@)
7 [JData Sources i = Store Name | FCUBSIdentityStore Description
7 & User Identity St
& User 1dentity Stores i # Store Type | OID: Orade Internet Directory [=]
I> B UserldentityStore 1 (o
[> 3 b Plugins -
~| Access Manager Settings [F]Enable S5L
Actions ~ View - =R @ v|Location and Credentials
=3 <;§’ Access Manager Settings *Location | ifichw-ap-21:3061 *8ind DN | cn=ordladmin
Vs T
L= §E.0AM Agents
[ 1840550 Agents
¥ B Authentication Modules |Users and Groups
7 B LDAP Authentication module = User Name Attribute |uid
AR *User Search Base | cn=Users,dc=orade, de=com
> B LDAPNoPasswordAuthModule S
1 [ Kerberos Authentication module serriter thiset basses
1> [ X509 Authentication module Group Name Atiribute
r)
1 B custom Authentication module * Group Search Base | cn=Groups,dc=orade,dc=com
Group Filter Classes
[F]Enable Group Cache
Group Cache Size (Mb) | 10000 |=]
Group Cache TTL (Seconds) =
| Connection Details
Minimum Pool Size | 10 3] Results time limit (seconds) o2l
Maximum Pool Size | 50 (4] RetryCount| 3[4
Visit Timeout (seconds) | 120 (4] Referral Policy | folow
Inactivity Tmeout (seconds) 2]
| Security Token Service ﬂ
|

http://fiflchw-ap-21:7001/eamconsole/faces/pages/Policy...x?_adf.ctrl-state=kfr23iytk 48 _afrloop=10370372111194#

3. After input of the above information click on ‘Apply’ button. On successful creation, click test
connection button to verify whether the LDAP connection is working fine.
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(- E iflchw-ap-21:7001/0amconsole/faces/pages/PolicyManager jspx?_adf.ctrl-state=kfr23iytk 4&_afrLoop=10370372111194

-
i" ‘0am agent 11g base url L

4. Creating Authentication Module

Navigate to System Configuration >> Access Manager Settings >> Authentication Modules >> LDAP
Authentication Module.

Click ‘New’ Button to create new Authentication Module. Input the Name of the authentication module and
choose the User Identity Store we created in step 1.
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IEEER (1) 01acie Access Manager - Administrat... x <
ollnle =]

€ [B ifichw-ap-21:7001/0amconsole/faces/pages/PolicyManagerjspx?_adf ctrl-state=kfr23iytk 48 afrLoop=10
Accessbiity Help signout O

ror 404--Not Found

| 8- cam agent 11g base url

Signed in as weblogic

ORACLE" Access Manager

Policy Configuration System Configuration

~ Common Configuration « FCUDS_Authentication_Hodule =@
Actions + View ~ 2@ FCUBS_Authentication_Module  Aoply

'V EdData Sources - mE %

# &User Tdentity Stores|

&> & UserldentityStare 1 LDAP Authentication Module FCUBS_Authentication_Module created successfully,

> @R FCUBSIdentityStore o
| Access Manager Settings *MName | FCUBS_Authentication_Module
Actions + View ~ ® @ * User Identity Store | FCUBSIdentityStore [

& Access Manager Settings
v $#5550 Agents

1 §5.04M Agents

1 80850 Agents

Authentication Modules

LDAP
LDAPNoPasswordAuthModuie
FCUBS_Authentication_Moduie
Kerberos Authentication module
X509 Authentication module
Custom Authentication module

| Security Token Service {

icy..7_adf.ctrl k k_4& afrloop=10370372111194#

http://iflchw-ap-21:7001 faces/pag:

5. Creating OAM 12c Webgate

Navigate to System Configuration>>Access Manager Settings>>SSo Agents>>0AM Agents.

Click on ‘Create 12c webgate’ button

or Click on New OAM 12c Webgate link available in welcome page.
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v lolo .

EEERE | 1= 0racle Access Manager - Administration. - -
& B ifichw-ap-21:7001/0amconsole/faces/pages/PolicyManagerjspi?_adf.ctrl-state=kft23iytk 48, afrLoop=1037037211114 configuring ss011.11.5 Pl B =
ORACLE’ Access Manager Accesshilty Help  Sinout O
Signed in as weblogic
Policy Configuration System Configuration
=

E welcome Create OAM 11G Webgate

~| Commen Configuration
Welcome to Oracle Access Manager 11g

Actions = View + TR W
1> BZ Available Services
Manage the Access Manager polices already configured in the system.

I &2 Common Settings .
L. f server tnctarces * Manage the agent profiles and server profiles of the configured Access Manager servers.
e Register new applications that need single sign-on integration with Orade Access Manager.
.
.

Use this console to

> [{8]session Management Manage and create trust between partners for Oradle Security Token Service.
1 B3 certificate validation Manage common settings and configuration for Oracle Access Manager and Gradle Security Token Service.
1> [JData Sources

Click any of the links below to start using the console. Alternatively, you can use the navigation tree on the left as well.

[ 3 Plugins
& Trust Partners

Manage the trust between partners.

New Requester Partner
New Relying Party Partner

& 550 Agents

Manage Partner applications.
New OAM 10g Webgate
Dew OAM 11g Webgate
New 0SSO Agent

45 configuration

[ policies
Manage the common settings and configurations.

Manage policy components and application domains.
Available Services

Comman Settings

Access Manager Settings
Security Token Service Settings

Mew Application Domain

_*| Access Manager Settings
2| Security Token Service ﬂ

?_adf.ctrl-state=kfr23iytk 48 _afrl 0op=10370372111194#

http://iflchw-ap-21:7001/oamconsole/faces/pages/Palicy.

x Find:  host name & Next 4 Previous & Highlight all ] Matgh case

Enter any name for Webgate and Base URL (The host and port of the computer on which the Web server
for the Webgate is installed) and click on apply.
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[ Fircox EomdemassManagerAdmws{ratim..@ ———

€ [3 ifichw-ap-2L:7001 foamconsole/faces/pages/PelicyManager.jspx?_adf.ctrl-state=kfr23iytk 48 afrloop=11 | - configuing ss0 11115 Ll B #
ORACLE’ Access Manager Accesshbiity Hep Sanout O
Signed in as weblogic
.
Policy Configuration System Configuration
~| Common Configuration Ceesle DARL LG Wehaats
Actions v View = ST | Create OAM 11g Webgate
1> 8= Available Services
1> 4% Common Settings Version 11g User Defined Parameters
= dsarver Instances * Name | FCUBSWebgate
1> (2] 5ession Management Base URL [ http: ffichw-2p-21:7001
= F‘écarﬁﬁcab& Validation
L [JData Sources
1> 3h Plugins virtual host [
Access Client Password Autp Create Poides

* Security @ IP Validation [T

Host Identifier

Resource Lists

Protected Resource List
! Relative URI |
e 0|
i 0| |

| Access Manager Settings
| Security Token Service

La

x Find: hostname & Next 4 Previous & Highlightall [] Match case

Once the OAM 12c Webgate created, add filterOAMAuthnCookie=false parameter along with default

parameters in User Defined Parameters.

Click ‘Apply’ button to save the changes.
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W [E] Oracle Access Manzger - Administrat... x | [&] OTN Discussion Forums : Responsesi... |E Introduction to the OAM Policy Mod...

T2088_adf ctrl-state=1cm2g2efi,

- | £71/Farm_base_domainjwiinstancelfohs.. < | + |

Pl B &)

| |29~ fiterDAMAUthnCookie parameter

4 [E #fichw-ap-21:7001 foamconsole/faces/pages/PalicyManager jsps?_afiWindowMade=081 afrloop=

ORACLE’ Access Manager

Policy Configuration System Configuration

~| Common Configuration
Actions v View ~ %W
1> 8= Availzble Services
=3 é?ﬂcummon Settings
> dServer Instances
1 [ Session Management
~| Access Manager Settings
BR @

Actions ~ View =

g &’ Access Manager Settings

O Welcome 0AM Agents FCUBSWebgate

FCUBSWebgate

5} Confirmation

OAM 11g Webgate FCUBSWebgate modified successfully, Application Domain is FCUBSWebgate

Name FCUBSWebgate

Access Client Password
* Security @ Open

Accessbiity Help  Signout O

Signed in as weblogic
P

£l
Apply |~

Logout Callback URL | /oam_logout_success
Logout Redirect URL | https:/f10,180. 196, 158: 14101/oan

Logout Target URL

v §8550 Agents @ Simple
5 0am agents et Weer Defined Parameters | proxsalsisaderyar=IS 5.
& %0850 Agents = State @ Enable URLINUTF&Format=true
- - dient_request_retry_attempts=1
[ [ Authentication Modules () Disable o -0
* Max Cache Elements | 100000 [3] flterQAMANTPCopkis =faise
* Cache Timeout (Seconds) 1800 /4]
= * Sleep for =
* Token Validity Period (Seconds) 3600 EI j
& Cache Pragma Header | no-cache
* Max Connections 15
- Cache Control Header | na-cache L
* Max Session Time 3600 4] 0 E
Debug
* Fallover Threshold 1 §I 1P Validation [
v
* AAA Timeout Threshold 1] Deny On Not Protected

* preferred Host | FCUBSWebgate Allow Management Operations [

Logout URL
Server Lists
Primary Server List + X Secondary Server List + X
| ServerName  |HostMame  |HostPort |Max Numbef erver Name  |HostName  |Host Port |Max Numbef!
! [oam_server[w] ificwm-ap-21 5575 1 1

*| Security Token Service ﬂ

x Find: [[NTET] @ Next 4 Previous & Highlight all [ Match case (@) Phrase not found

6. Post OAM Webgate 12c Creation Steps

Perform the following steps to copy the artifacts to the Webgate installation directory:

e On the Oracle Access Manager Console host, locate the updated OAM Agent
ObAccessClient.xml configuration file (and any certificate artifacts). For example:

$DOMAIN_HOME/output/$Agent_Name/ObAccessClient.xml
On the OAM Agent host, copy artifacts (to the following Webgate directory path). For example:

12cWebgate_instance_dir/webgate/config/ObAccessClient.xml
(for instance WebTier_Middleware_Home/Oracle_WT 1/instances/instancel/config/

OHS/ohs1/webgate/config/ObAccessClient.xml)

7. Creating Authentication Scheme

To create Authentication Scheme navigate to Policy Configuration >> Authentication Schemes
Click on ‘Create’ button to create new Authentication Scheme.

ORACLE
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Name
Challenge Method

Challenge Redirect URL

Authentication Module : Choose the authentication module created in step 2.

: Any name to identify Authentication Scheme

: BASIC

: loam/server

RN (] 0recie Access Manager - Administat.. x | Eintegrating 0AM Security Provcer wi..

& [B ifichw-ap-21:7001 foamconsole/faces/pages/PolicyManager.jspi?_adf ctr-state=kfr23iytk 48 afrLoop=

o =l e

|| 4] - authentication schema oam 11g

L)) || 2

ORACLE’ Access Manager

Policy Configuration System Configuration

Al |«

XN E rcuns auth scheme

@ search |

.
view~ ) G35
7 i shared Components
7 8% Resource Type
Fofhin)
5% TokenserviceRP
8% wl_authen
7[5 Host Identifiers
[ 1amsuiteagent

[ confirmation
Authentication Scheme, FCUBS_Auth_Scheme, created successfully

* Name | FCUBS_Auth_Scheme

Description
* Authentication Level 13
Defauit

* Challenge Method |BasIC  [=]

Accsssbiity Hep  Sonout O

Signed in 5 weblogic

I

* Challenge Redirect URL | joam/server
* Authentication Module | FCUBS_Authentication_Module [jw]

Challenge Parameters

L 2 X5095cheme
v @@ Appiication Domains
1 @ Fusion Apps Integration
1> @ 1am suite

La

If it is a basic authentication scheme, we need to add the 'enforce-valid-basic-auth-credentials' tag to the
config.xml file located under /user_projects/domains/<MyDomain>/config/. The tag must be inserted
within the <security-configuration> tag as follows: [Just before the end of security configuration tag]

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-auth-credentials>

</security-configuration>

8. Creating Authentication Scheme

To create authentication policy, navigate to Policy Configuration >> Application Domains >> [Webgate

agent name] >> Authentication Policies.

Click new button and input the below information

3-9
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Name: Enter any name to identify the Authentication Policy (eg. OBTFWebPolicy)
Authentication Scheme: Choose the authentication scheme created in step 5.

Resources:

Add the resources which are all need to be protected. If <WebgateName>:/.../ and <WebgateName>:/
are added in the resources then all the sources are protected.

v =l
LR AR

Accsssbiity Help  Sign out ©

[ Firefox ] {5 Oracle Access Manager - Admiristation.. | + |

€[S iflchw-ap-21:7001/0amcansole/faces/pages/PalicyManagerjspi?_afrl aop=3227950810488558 sfriWindowMode=08 adf.ctrl-state=sail189q1_ & || M- Google

ORACLE’ Access Manager

Signed in as weblogic

Policy Configuration System Configuration

Al =] Create Authentication Policy [E1]iE]
@ search Authentication Policy Apply
4 Browse m * Name | FCUBSWebPolicy Success URL

Gl

view - ) =g Description Falure URL
e

7 [ shared Components Identity Assertion (7]
7§} Resource Type

EhHTIP
[=]

488 TokenServiceRP * Authentication Scheme | FCUBS_Auth_Scheme
8% wi_authen
7[5 Host 1dentfiers Bemares
[E FouBswebgate
[ 1amsuiteagent Resources + X
Authentication Schemes iMain
AnonymousScheme {Feusswebgateif../~
Eratin | FouBswebgate:/
BascSessionlesscheme i
FAAuthscheme
FCUBS_Auth_Scheme
KerberosScheme
LDAPNoPasswordVaidationScheme
LDAPScheme
0AAMAdvanced

7B

=]

OAAMBasic
OAM1DgScheme
OAMAdminConsoleScheme

X5095cheme
v €@ Application Domains
v @& FcuUBSWebgate
1~ 48} Resources
7 [ authentication Polides
[+ [ Protected Resource Policy
L [B Authorization Policies
- [ Token Issuance Polices
> @& Fusion Apps Integration
I G 1AM Suite

La

Add DN in the Responses section. Enter the value as $user.attr.dn. The responses maintained in the tab
will be added in the response header during the authentication.
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| ™ Firefox 1| [=] Oracle Access Manager - Administration | + ‘ - o) el

€ [8] padsrini-pc:5001/0amconsole/faces/pages/PolicyM. spid_afrl 0op=17602106531051 &_sfrWindowMode=08_adf.ctrl-state=15kl cof c || - Google PlalG B & -

ORACLE' Access Manager actessbiity Help sgnow ©

Signed in as weblagic

palicy Configuration WS EANTRTEVITY
a = [ FruBswebgate:Protected Resource Palicy
@ search Authentication Policy
4 Browse m #Name | Protected Resource Palicy Suceess LRL

view » 1) =R Description | palicy set during domain creation, Add resources ko this policy to Fallure URL
VB Shared Companents I« protect them, Identity Assertion []
7 % Resourcs Type
Eurre
8 Tokenservicerp * duthertication Scheme: | FCUBS_Auth_Scheme [+]
8% ul_authen

7 [ Host Identifers TN Responses
[ Feueswebgate
[ ramsutengent

2 Authentication Schemes

{8 Responses

INiame Type |Value
Tou Header =] fuser.attr dn

nonymous3cheme

m

v @ Application Domains
7 @ FcuBswebgate
1 48¥Resources
7 [ Authentication Policies
1~ [ Protected Resource Policy

1 (B Authorization Pelicies

1> (@ Token Issuance Policies
1> @ Fusion Apps Integration I m
1 @ oM suke —

i
|
x G
—_——— .~ — —— oW 1] E———— I

9. Adding Resources

Navigate to Policy Configuration >>Application Domains >>0OBTFWebgate >>Resources .
e Click on Create New Resource button .
e Select the type as HTTP.
e Select the Host Identifier as OBTFWebgate
e Enter the resource URL as /FCINeoWeb
e Select the protection level as Protected
e Click on apply button to update the resource added.
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- A - R .
(& Oracle Access Manager - Administration Console - Windows Intemet Explorer

@uv \g, http://10.180.219.5:10001/0amconsole/faces/pages/PolicyManager,jspx?_afrloop=2596773344849328, afWindowMode=08L adf ctrl-state=o7ujdyia3 7: v

‘9‘ X "l mod wl_ohs.so
Fle Edit Yiew Favorites Tools Help
{jFavovites ] Rs ﬂmod_wl_alssolacalion-... E]mallingandCunﬁguling... (@ Oracle Access Manager... X ﬁ - L e @ v Pagev Safetyr Tooksw @v »

ORACLE’ Access Manager Accessbilty Help Spout O

Signed in s weblogic

Policy Configuration System Configuration

u . 8 FeUBSWebgaterCUBSWebyateFOMeotieb HE

@zearch @ Resources Apply
Toonse EEENN

Ve~ i) HoaR Type |HTTP
7 g3l shared Companents A Description

7 {8 Resource Type F
BHHTTP
£ TokenSenvieRP Host dentfer FCUBSWebgate +
{8 w_authen i T

¥ [F] Host Identifers esource LRL | FCeolle
5 Fouswebgate Query String
i Pesieagent *Protecton Level Protected  +
Authentication Schemes
B anonymousschene Authentication Poicy Protected Resource Polcy +

Authorization Policy Protected Resource Policy +
@Easizsassmnlasssmeme

[FuBs_Auth_scheme

[ LoAPNoPasswordvalidationscheme
[ Loapscheme

[ oarMAdvanced

[ oaamBasic

[ oam1dgscheme

[ oamadrinCansolescheme

[ xs03scheme
7 @ Applcation Demains
¥ (@FaUBSWebgate
{84 Resources
1> G Authentication Polices
[+ [ Authorization Polides
- [ Token Issuance Poiides
= @ Fusion Apps Integration
L= G TAM Suite -

Done ?i.Localmtvanet\ontected Meode: Off v ®100% v

10. Adding Authorization Policy

Check whether the resources available in the authentication policies are available in Authorization Policy.
During web gate creation these values are defaulted.
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W [Em.msming Up LDAP Synchronization |EORACl[ldenmy Manager Delegated ... = |E]01M Discussion Forums : LDAP Sync ... |EOra:\eA::essManagsv-Adrmm;trat..‘ x|+| v

& | [8] | padsini-pci7002/0smconsole/faces/pages/PolicyManager jspx?_afrl oop=288567306240326 8 _sfrWindowNMode=08,_ad.ctrl-state=5dqao @l

- 1158/em

o6 B #-

ORACLE' Access Manager

Policy Configuration

Al =]

.
view - () =% 4
7 B Shared Components
7 $8% Resource Type
FoTha
45 TokenServiceRP
488 wil_authen
7 [ Host dentfiers
[ FeuBswebgate
5 1amsuiteagent
7 [E8 Authentication Schemes
[ AnonymousScheme
[ Basicscheme
[ BasicSessionlessScheme
[ Fasuthscheme
[ Fouss_auth_scheme
[ kerberosscheme
[ LDapnopasswordvalidationscheme
[ LDaPscheme
[ oaamAdvanced
[ oasmsasic
[ oam10g5cheme
[ oAMAdminConsoleScheme
[ orFscheme
[ omischeme
[ TaPscheme
[ x5095cheme
v @ Applcation Domains
7 @FcuBsWebgate
1> {8} Resources
7 (b Authentication Polcies
[ Feues_auth_Policy
1> [ Protected Resource Palicy
7 B Authorization Polices

1= b Token Issuance Polices
> @ Fusion Apps Integration
1> @AM suite

System Configuration

() search

i

- B IResource Policy.

La

O Welcome [ FCUBSWebgate:FCUBS_Auth_Policy FCUBSWebgate:Protected Resource Policy

Authorization Policy

*MName | Protected Resource Policy Failure URL

Deseription | policy set during domain creation. Add resources to this palicy to Use Implied Constraints

protect them. Identity Assertion []
Success URL
[TEEI  Constraints Responses
5% Resources

Accesshilty Help signout O

Signed in as neblogic

{Resource URL

| FCUBSWebgate: FCNeollieb
FCUBSIebgate: [
FCUBSWebgate:/...[*

FEE

Add DN in the Responses section. Enter the value as $user.attr.dn. The responses maintained in the tab
will be added in the response header during the authorization.
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»
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-
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AnonymousScheme E OH Header
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BasicSessionlessacheme:
FAAuthScheme
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LDAPScheme
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OfdMBasic
OAM10gScheme
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TAPScheme
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11. Configuring mod_wl_ohs for Oracle Weblogic server Clusters

To enable the Oracle HTTP Server instances to route to applications deployed on the Oracle Weblogic
Server Clusters, add the directive shown below to the mod_wl_ohs.sh file available in <Weblogic Home>

/Oracle_WT1/instances/instancel/config/OHS/ohs1.
<Location /console>
SetHandler weblogic-handler
WebLogicHost idmhost1.mycompany.com
WeblogicPort 7001

</Location>

12. Checking the Webgate 12c Agent Creation
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After configuration of webgate 12c agent launch the URL

http://<hostname>:<ohs Port>/ohs/modules/webgate.cgi?progid=1 to verify whether the
webgate configuration is fine. If the URL launches a screen as below then the webgate configuration is
working fine.

™ Firefox ~
. e = A =l

" Diagnostic View of Oracle Access Manag.. |

@ :: padsrini-pc: 7780/ chs/modules/webga A d ::l = Google P ‘ | A [ | G." [ nv [ w ol

Resource to |active100000] 60 1800 |13979:416:139:1 | 33688
Authentication|
Scheme
Authenticationjactive] 23 1 1800 | 45629:140:138:1 710
Scheme
Resource to |actrve[100000| 39 1800 183:59:0:1 25488
Authorization
Policy
Authonzation [actrve| 1000 | 3 15 178:5:4:1 6507
Result
x G
F

13. Using OAM Test Tool (This step is not mandatory)

There is a test tool provided in OAM software which helps us to check the response parameter values.
The test tool is available in <OAM Install Dir>\ oam\server\tester.

For eg. D:\weblogic\Middleware\Oracle_IDM1\oam\server\tester
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Use java -jar oamtest.jar to launch the OAM test tool.

E Oracle Access Manager Test Tool lil_‘él

File Edit Test Help

BaI¢&
Server Connection
IP Address Port Mazx Conn “Agent ID &
*Primary: | padsrini-pc 5575 1 FCUBSWebgate
Agent Password
Secondary: 0 1
Min Conn Timeout {ms) Mode v
1 30000 open SEnnECt
Protected Resource URI w é
Scheme _ “Host Port
http - CUBSWebgate 0 Get Auth Scheme

Resource: Operation . @ -
/FCINecWeb Get - Validate

User |dentity

IP Address *Username Password 0

SARAN 2000000000
o Authenticate

User Cerdificate Store V =
Status Messages
[8/27M2 11:17 AM][response] Redirect URL : https:/padsrini-po: 1410 1/0amiserver P
[8/27M2 11:17 AM][response] Credentials expected : 0x1 [basic)
[8/27M2 11:17 AM][request][authenticate] yes
[8/27M2 11:17 AM][response] User ON : cn=5ARAN, cn=users dc=oracle doc=com
[8/27112 11:17 AM][response] Session|D : 965288ea-751d-456c-ac80-00f0TcfBdell
[8/27M2 11:17 AM][response][action] DN : cn=SARAN, cn=users do=cracle do=com
[B/27112 11:17 AM][response][action] OAM_IMPERSONATOR_USER :
[8/2FM2 11:17 AM][request][authorize] v E
[8r27M21 1:1TAM:[rEsp:}nsE:[scti:mIDN : cn=5ARAN, cn=users do=orscle, do=com I
[8/27M2 11:17 AM][response][action] DA _IMFERSURATOR_USER™
[8/27112 11:17 AM][response][action] CAM_REMOTE_USER : SARAN
[8/27112 11:17 AM][response][action] CAM_IDENTITY_DOMAIN : FCUBS|dentityStore 4
Elapsed [ms): 47 Capture Queus: Empty E é

3.4 First launch of ORACLE BANKING TRADE FINANCE after
Installation

After installing ORACLE BANKING TRADE FINANCE and while launching it for first time, the normal
OBTF login screen with userid and password will appear, this is because when installing the ‘sso
installed’ parameter will be set to ‘N’.
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3.4.1 SSO Parameters

After enabling SSO, the parameters required for SSO should be maintained. Go to “Security Maintenance
-> Sys. Administration -> SSO Maintenance”. Provide all the details like Directory Server host name, Port
number, LDAP admin Userid , admin Password, LDAP base and Login time out duration (in Sec).

Single Sign On Maintenance S X
B new [3 Enterquery

LDAP Host *

LDAP Port

Uuy

LDAP AdminId *
LDAP Password *
LDAP Base * [

Login Time out Period *

Audit Exit

3.4.2 Maintaining LDAP DN for OBTF Users

For each user id in OBTF a user has to be created in the LDAP.

When creating the user in LDAP ensure that the DN used is same as the LDAP DN value that will be
updated in user maintenance form. Once the user is created in LDAP go to the user creation form in
OBTF. If the OBTF user already exists then unlock the user and update the LDAP DN value which was
set when creating the user in LDAP. Click on Validate button to check whether any other user is having
the same LDAP DN value.
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User Creation
Save

User Details
User Identification *
Name *

LDAPDN

MFAID
MFA Enabled

Home Entity ~

Date
Start Date
End Date
Invalid Logins

Mo of Cumulative Logins
No of Successive Logins

Last Signed On

Entity Mapping

O Entityip 2

No data to display.

Restricted Password

OBTFUSER
OBTF User

OBTFUSER

Validate

Disabled
ENTITY_ID1

05/05/2021

MM/DD/YYYY

User Password
Password
Password Changed On
Emall
Status Changed On
Reference No

User Status

Screen Saver Details

Screensaver Interval (in
seconds)

Description <

3.4.3 Launching ORACLE BANKING TRADE FINANCE

® Enabled
O Hold

O Disabled
O Locked

+—E

Audit Cancel

After setting up ORACLE BANKING TRADE FINANCE to work on Single Sign on mode, navigate to the

interim servlet URL from your browser.

For e.g.: http://[<hostname>:[port]/FCINeoWeb

Since the resource is protected, the WebGate challenges the user for credentials as shown below.
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LR

A
9
)

|
A
[
e
8

Authentication Required ==
Q A usemame and password are being requested by httpsy//padsrini-pc14101. The site says: "OAM
1g"
UserName:  SARAN
Password: |essssssess

Waiting for padstini-pc...

Once the user is authenticated and authorized to access the resource, the servlet gets redirected to

normal ORACLE BANKING TRADE FINANCE application server URL and now the new signon form will
appear as below. The application will automatically redirect ORACLE BANKING TRADE FINANCE home

page.
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@ Oracle Financial Services - Google Chrome = (m] X

A Notsecure | https://100.76.146.178:9009/FCINeoWeb/LoginServiet

ORACLE

Password

Cancel

Copyright © 2017 14.5.1.0.0
Oracle and/or its affiliates. All ights reserved.

3.4.4 Signoffin a SSO Situation

ORACLE BANKING TRADE FINANCE does not provide for single signoff currently, i.e., when a user
signs off in ORACLE BANKING TRADE FINANCE, the session established with Oracle Access Manager
by the user will not be modified in any manner.

In a SSO situation the ‘Exit’ and ‘Logoff actions in ORACLE BANKING TRADE FINANCE will function as
‘Exit’, i.e., on clicking these, the user will ‘exit ORACLE BANKING TRADE FINANCE and will need to re-
launch ORACLE BANKING TRADE FINANCE using the ORACLE BANKING TRADE FINANCE launch
URL.
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